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DETAILED ACTION 
Response to Amendment 

1 . In response to communications filed on 12/31/2008, the Examiner acknowledges 
the amendments made to the claims and have both considered and applied them to the 
claims. 

Response to Remarks/Arguments 

2. Applicant's arguments with respect to the rejection of claimsl -1 5 have been fully 
considered but they are not persuasive. 

Note that although the Examiner responds to some of the arguments below, the 
Examiner has further countered particular arguments with an additional reference, so as 
to fully establish the position of the Examiner regarding the claimed and argued 
limitations. 

2.1 In response to Applicant argument that the Sako reference does not teach or 
suggest a magnetic disk apparatus that includes a cipher key change unit which 
changes the cipher key used for decoding the data stored in the record medium, in 
addition to the previous citation the Examiner respectfully disagrees, citing Figure 1 and 
paragraph 0028 - "cipher key data is ... data based on serial number etc. of the 
recording medium 16 on which to record the contents data." The recording medium is 
equated to the claimed "magnetic disk apparatus" and cipher key data is equated to the 
claimed "cipher key." 
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2.2 In response to Applicant argument that the Sako reference does not teach or 
suggest erasing a first cipher key stored in a cipher key memory unit, in addition to the 
previous citation the Examiner respectfully disagrees, citing the newly included 
reference, Montgomery et al. (US Patent No. 7,392,404 hereinafter Montgomery ), and 
Figure 1 and paragraph 0028 of the current reference, Sako . which recites, "when the 
second switching circuit 28 is off and then first switching circuit 27 is on, the encryption 
circuit 15 is supplied with compressed contents data deciphered by the deciphering 
circuit 12. The encryption circuit 15 encrypts compressed data, supplied thereto with 
cipher key data distinct from the cipher key data of the contents data supplied." The 
Examiner understands the disclosed encryption circuit using "cipher key data distinct" or 
different "from the cipher key data of the contents data" to encrypt compressed data due 
to the switching circuit setting reads upon the claimed and argued "cipher key change 
step of changing the cipher key that corresponds to stored data and that is used in the 
encoding/recording step." The obviousness-type reasoning is provided below within the 
rejection. 

2.3 In response to Applicant argument that the Sako reference does not teach or 
suggest a second cipher key that "cannot decode the encoded data recorded on the 
disk medium," the Examiner respectfully disagrees, citing (in addition to the previous 
citations) paragraph 0028 which recites an "encryption circuit [that] uses cipher key data 
distinct from the cipher key data used for the contents data supplied to the input 
terminal 1 1 , or uses a distinct cipher system, to improve the safety of the contents data." 
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2.4 In response to Applicant argument tliat tlie Sal<o reference does not teacli or 
suggest "in response to a command for discarding all of a first encoded data recorded 
on the medium," the Examiner respectfully disagrees, column 7 lines 12-21 of the newly 
included reference, Montgomery , which recites, "in one embodiment of the present 
invention, executing a tamper protocol (block 740) may erase the key to decode data 
stored in memory" and paragraph 0026-0027 of the current reference, Sako . which 
recites, "The detection circuit 26 receives the contents data, decoded in the deciphering 
circuit 12 and decompressed in the decompression circuit 13. From the input contents 
data, the detection circuit 26 extracts watermark signals from a critical band on the 
frequency axis or on the time axis and decodes the so extracted watermark signals to 
generate copyright management data. The detection circuit 26 outputs the copyright 
management data to the recording controlling circuit 23, while controlling the switching 
of the first and second switching circuits 27, 28 based on the copyright management 
data. Specifically, when copyright management data, generated from the extracted 
watermark signals, permit recording of the contents data, the detection circuit 26 
changes over the state of one of the first and second switching circuits 27, 28 to an on- 
state to permit the recording of the contents data on the recording medium 16. 
Conversely, when the copyright management data, generated from the extracted 
watermark signals, inhibit recording of the contents data, the detection circuit 26 
changes over the states of both the first and second switching circuits 27, 28 to an off- 
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state to inhibit tlie recording of the contents data on the recording medium 16." The 
obviousness-type reasoning is provided below within the rejection. 

2.5 In response to Applicant argument that the Sako reference does not teach or 
suggest "discarding all of a first encoded data recorded on a magnetic disk medium," 
the Examiner respectfully disagrees again citing (in addition to the previous citations) 
, citing column 7 lines 12-21 of the newly included reference, Montgomery , which 
recites, "in one embodiment of the present invention, executing a tamper protocol (block 
740) may erase the key to decode data stored in memory" and paragraph 0026-0027 of 
the current reference, Sako . which recites, "The detection circuit 26 receives the 
contents data, decoded in the deciphering circuit 12 and decompressed in the 
decompression circuit 13. From the input contents data, the detection circuit 26 extracts 
watermark signals from a critical band on the frequency axis or on the time axis and 
decodes the so extracted watermark signals to generate copyright management data. 
The detection circuit 26 outputs the copyright management data to the recording 
controlling circuit 23, while controlling the switching of the first and second switching 
circuits 27, 28 based on the copyright management data. Specifically, when copyright 
management data, generated from the extracted watermark signals, permit recording of 
the contents data, the detection circuit 26 changes over the state of one of the first and 
second switching circuits 27, 28 to an on-state to permit the recording of the contents 
data on the recording medium 16. Conversely, when the copyright management data, 
generated from the extracted watermark signals, inhibit recording of the contents data. 
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the detection circuit 26 changes over the states of both the first and second switching 
circuits 27, 28 to an off-state to inhibit the recording of the contents data on the 
recording medium 16." The Examiner understands the data outputted by the detection 
circuit 26 to the recording controlling circuit 23, which results in controlling or effecting a 
change or maintenance to the setting(s) of switching circuits 27 and 28 which is a circuit 
responsible for determining if the cipher key data will be changed or not. Therefore, it is 
understood by the Examiner that the copyright management data output by the 
detection circuit 26 will function as a command for the switching circuits 27 and 28 
which can subsequently change the cipher key data, as this data will either "permit 
recording of the contents data, the detection circuit 26 changes over the state of one of 
the first and second switching circuits 27, 28 to an on-state to permit the recording of 
the contents data on the recording medium 16 ... [or] conversely when the copyright 
management data, generated from the extracted watermark signals inhibit[s] recording 
of the contents data, the detection circuit 26 changes over the states of both the first 
and second switching circuits 27, 28 to an off-state to inhibit the recording of the 
contents data on the recording medium 16 (0026)." The obviousness-type reasoning is 
provided below within the rejection. 

2.6 In response to Applicant argument that the Sako reference does not teach or 
suggest making "decoding the first encoded data impossible," the Examiner respectfully 
disagrees citing paragraph 0028 which recites an "encryption circuit [that] uses cipher 
key data distinct from the cipher key data used for the contents data supplied to the 
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input terminal 11 , or uses a distinct cipher system, to improve the safety of the contents 
data." It is understood that with the distinct cipher system disclosed here, it would 
indeed be impossible to decode the contents data with the original cipher key data. 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



Claims 1-4 and 6-12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Sako et al. (US Patent Application Publication No. 20040131 183 A1 ) and 
further in view of Montgomery et al. (US Patent No. 7,392,404 hereinafter 
Montgomery ). 



Regarding claim 1 . Sako et al. . provides an obvious type disclosure of a 

magnetic disk apparatus comprising: 

• a cipher key memory unit which stores a single cipher key used for 
encoding and decoding data (Figure 1, 0023, 0028 and 0031 - 
"deciphering circuit 12 is supplied with encrypted encoded contents 
data transmitted to the input terminal 1 1 from another device, or 
which is read out from a recording medium, such as an optical disc. 
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The deciphering circuit 12 has stored in an internal mennory, not 
shown, compressed encrypted contents data for deciphering the 
contents data and, when the compressed encrypted contents data 
are supplied from the input terminal 1 1 , deciphers the contents 
data, using cipher key data stored in a memory. The deciphering 
circuit 12 outputs the decoded compressed data to the 
decompression circuit 13 and to the first selector 21 ," "encryption 
circuit 15 is supplied with compressed contents data deciphered by 
the deciphering circuit 12. The encryption circuit 15 encrypts 
compressed data, supplied thereto with cipher key data distinct 
from the cipher key data of the contents data supplied" and 
"encryption circuit 18 receives contents data compressed by the 
compression circuit 17. The encryption circuit 18 has stored cipher 
key data in an internal memory, not shown, and encrypts the input 
contents data using the cipher key data read out from this 
memory."); 

• a cipher encode unit which encodes data input via an interface from 
an upper apparatus using the cipher key stored in said cipher key 
memory unit, the cipher encode unit recording the encoded data 
onto a magnetic disk medium (0007-001 1 and 0023-0028); 

• a cipher decode unit which decodes the encoded data read out 
from the magnetic disk medium using the cipher key stored in said 
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cipher key memory unit, tlie ciplier decode unit outputting the 
decoded data via the interface to the upper apparatus (0007-001 1 
and 0023-0028); 

• cipher key stored in said cipher l<ey memory unit, defined as a first 

cipher key, and replaces the first cipher key with another key, 
defined as a second cipher key, which cannot decode the encoded 
data recorded on the magnetic disk medium (0007-0011 and 0023- 
0028); and 

• wherein the cipher key change unit replaces the first cipher key 
stored in said cipher key memory unit with the second cipher key in 
response to a command for discarding all of a first encoded data 
recorded on the magnetic disk medium, and makes decoding the 
first encoded data impossible, the first encoded data encodes using 
the first cipher key stored in said cipher key memory unit (0007- 
0011 and 0023-0028). 



Although Sako does not explicitly disclose both the cipher 
keys used for encryption and decryption, it would have been obvious to 
modify the disclosed watermark signals into cipher keys used for 
encryption. Sako provides motivation for this disclosure in the recitation, 
"The present invention provides a data recording device comprising a 
deciphering processing unit for deciphering and/or decompressing input 
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encrypted and/or compressed data by way of deciphering processing, a 
detection unit for detecting wlietlier or not watermark signals are included 
in output data of the deciphering processing, a data processing unit 
supplied at least with data from the deciphering processing for applying 
signal processing for recording to the supplied data, a recording unit for 
recording output data from the processing unit on a recording medium, 
and a controller for controlling the operation of the data processing unit 
when the detection unit detects that the watermark signals are included, 
based on the so detected watermark signals (0010)." Besides that the 
Sako provides disclosure in Figure 1 of both an encryption circuit and 
deciphering circuit, which one of ordinary skill in the art could understand 
to handle encryption/enciphering and decryption/deciphering operations 
using the provided keys. 

Although Sako is further silent in explicitly disclosing that the cipher key 
stored in cipher key memory unit is erased, the Examiner submits that it 
would have been obvious for one of ordinary skill in the art, at the time of 
the invention to have been motivated to combine the Sako and 
Montgomery references as the two references are directed toward the 
protection of valued information - data. Montgomery provides motivation 
and benefit of this combination as the key disclosed as being used in both 
references, is being used within the Montgomery reference as an erasable 
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key. Consider column 7 lines 12-21 of the newly included reference, 
Montgomery , which recites, "in one embodiment of the present invention, 
executing a tamper protocol (block 740) may erase the key to decode data 
stored in memory." Therefore, it would have been obvious to use an 
erasable cryptographic key, as claimed and argued by the Applicant, 
towards the protection of valued information - data, such as the copyright 
data of Sako. 



Regarding claim 2 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key memory unit stores a predefined cipher key 
written a stage of manufacturing the apparatus (0021-0024). 

Regarding claim 3 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key memory unit is a nonvolatile memory (0034). 

Although Sako et al. does not explicitly disclose "nonvolatile 
memory," it would have been obvious to modify the disclosed recording 
medium memory - recording medium meaning a hard disc, an optical disc 
of the overwrite or write once type, a magneto-optical disc, magnetic disc, 
magnetic tape or IC card - into the "nonvolatile memory." In fact 
Examiner submits that the disclosed memory types are by definition 
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nonvolatile memory. Sako et al. provides motivation for this disclosure in 
the recitation, "When the second switching circuit 28 is off and the first 
switching circuit 27 is on, the encryption circuit 15 is supplied with 
compressed contents data deciphered by the deciphering circuit 12. The 
encryption circuit 15 encrypts compressed data, supplied thereto with 
cipher key data distinct from the cipher key data of the contents data 
supplied to e.g. the input terminal 1 1 . The cipher key data is e.g. data 
based on a serial number etc. of the recording medium 16 on which to 
record the contents data. The encryption circuit 15 uses cipher key data 
distinct from the cipher key data used for the contents data supplied to the 
input terminal 1 1 , or uses a distinct cipher system, to improve the safety of 
the contents data. The encryption circuit 15 outputs the encrypted 
contents data via second selector 22 to the recording processing circuit 19 
(0028)." 

Regarding claim 4 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key memory unit is a medium area other than a 
user recording area of the magnetic disk medium (0023, 0028 and 0031-0034). 



Regarding claim 6 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces the cipher key in the 
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cipher key memory unit in response to a special command other than a 
command system for the upper apparatus (0027-0028). 

Regarding claim 7 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces the cipher key in the 
cipher key memory unit in response to a special command from a cipher key 
change application installed in the upper apparatus (0050-0052). 

Regarding claim 8 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces the cipher key in the 
cipher key memory unit in response to a special command from a cipher key 
change application installed by the upper apparatus via a network (0050-0052). 

Regarding claim 9 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces the cipher key in the 
cipher key memory unit by recognizing a physical event manipulation in the 
apparatus (0050-0052). 

Regarding claim 10 . Sako et al. . discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces the cipher key by 
generating a new cipher key through a process of shuffling of the cipher key 
stored in the cipher key memory unit (0050-0052). 
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Regarding claim 11 . Sal<o et al. , discloses the magnetic disk apparatus according 
to claim 1 , wherein the cipher key change unit replaces a cipher key stored in the 
cipher key memory unit into another cipher key added to a cipher key change 
command from the upper apparatus (0050-0052). 

Regarding claim 12 . Sako et al. . discloses a cipher processing method for a 
magnetic disk apparatus, comprising: a cipher key memory step of storing in a 
stored in said cipher key memory unit, cipher key memory unit a single cipher 
key used for encoding and decoding data; an encoding/recording step of 
converting data input via an interface from an upper apparatus into encoded data 
using the cipher key, and recording the encoded data onto a magnetic disk 
medium; a decoding/readout step of decoding the encoded data read out from 
the magnetic disk medium using the cipher key stored in the cipher key memory 
unit, and outputting the decoded data via the interface to the upper apparatus; 
and a cipher key change step of erasing said cipher key stored in said cipher key 
memory unit, defined as a first cipher key with and replacing the first cipher key 
with another cipher key, defined as a second cipher key, which cannot decode 
the encoded data recorded on the magnetic disk medium; and wherein the cipher 
key change unit replaces the first cipher key stored in said cipher key memory 
unit with the second cipher key in response to a command for discarding all of a 
first encoded data recorded on the magnetic disk medium, and makes decoding 
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the first encoded data impossible, the first encoded data encodes using the first 
cipher l<ey stored in said cipher key memory unit (Rejected under the same 
rationale as claim 1). 

Conclusion 

4. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims below for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claim, other passages and figures may apply 
as well. It is respectfully requested that the applicant, in preparing the responses, fully 
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consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior art or disclosed 
by the examiner. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CHINWENDU C. OKORONKWO whose telephone 
number is (571 )272-2662. The examiner can normally be reached on MWF 2:30 - 6:00, 
TR 9:00-3:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571) 272 4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/C. C. O./ /Nasser G Moazzami/ 

Examiner, Art Unit 2436 Supervisory Patent Examiner, Art 

Unit 2436 
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